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Objectives and Prerequisites

This guide takes you through the login process for users with a non-Metrolinx account to
Metrolinx resources protected by Microsoft Entra ID with Multifactor Authentication (MFA).

A list of the Metrolinx applications protected by Microsoft Entra ID:

Microsoft Office 365 (Teams, SharePoint, Outlook, Word, Excel, Power BI, etc.)
Oracle Primavera Unifier

Oracle Aconex

Oracle iSupplier

For all other applications not listed above, you will continue to authenticate with Okta.

Should you experience any Entra ID issues, you can contact the Help Desk for support by phone
at 416-202-5000 (directory option #3).

For any application specific issues, you can contact the respective application support team at
Metrolinx.



Your Login Experience for Entra ID MFA protected applications

Metrolinx is gradually transitioning its applications to Microsoft Entra ID. As this migration
progresses, you will notice changes in how you log in to the following applications. However,
how you navigate to your applications will not change.

Please see the table below for the applications affected and the specific login changes.

Applications Login Changes

Switches from Okta to Microsoft Entra ID with MFA
for application access. You will no longer be asked to
authenticate using Okta’s sign-in page.

Microsoft Office 365 applications (Teams, SharePoint,
Word, Excel, PowerPoint, Outlook, Power BI, etc.)

Switches from native authentication to Microsoft

Oracle Aconex Entra ID with MFA. After providing your login name or
e Construction Engineering work email on the Aconex login page, you will be
e Aconex Logon automatically redirected to sign in via the Microsoft sign-
in page.
Oracle Primavera P6 and Unifier Switches from Oracle-managed authentication to
Microsoft Entra ID with SSO and MFA. You will log in
Oracle iSupplier directly via the Microsoft sign-in page.

Your Login Scenarios: How are you accessing Metrolinx resources?

Your login steps will vary depending on how you are accessing Metrolinx resources. Having not
registered your account for MFA will impact your login process.

Login Scenario Login Steps

1. Navigate to the application as you typically do, or use the link provided in
the application table above.

2. Verify your identity (Step 1).
My account has not been

registered for MFA 3. Complete the MFA registration process (Step 2) upon login for continued
access to applications protected by Entra ID. Once completed, you will be
automatically redirected and signed in to your application.

1. Navigate to the application as you typically do, or use the link provided in
the application table above.

My account is already 2. Verify your identity (Step 1).
registered for MFA

3. Login with MFA (Step 3) to your application using your account’s
registered method(s).

To avoid any sign-in related issues once changes are applied, you may need to restart your
device.


https://constructionandengineering.oraclecloud.com/
https://uk1.aconex.co.uk/Logon
https://ca1.p6.oraclecloud.com/metrolinx/cloud/p/portal
https://ca1.unifier.oraclecloud.com/metrolinx/cloud/p/portal
https://isupplier.metrolinx.com/

Step 1: Navigate to Your Application and Verify Your Identity

1. Navigate to your desired application how you
normally would, or use the Login Experience
Application Table for a direct link to your
application.

A

Navigate to your application

2. When accessing the Entra ID protected applications, you will need to verify your identity using one
of three methods below depending on your email address.

Method 1: Login to your organization account

If your email address already exists in a managed
Microsoft Entra tenant, you will verify yourself by
logging in to your organization account. You will be
redirected to your organization’s login pages to
authenticate using your organization credentials.

Important Note: If you are unable to login to your
organization account (e.g., forgot password), please
contact your organization’s IT helpdesk for assistance.
Metrolinx IT helpdesk will not be able to assist you in
logging in to your organization account.

Method 2: Login to your Microsoft Account

If your email address is a Microsoft Account (e.g.,
hotmail.com, outlook.com), you will authenticate
to your account using personal Microsoft account
credentials.

Important Note: If you are unable to login to your
Microsoft account (e.g., forgot password), please use
self-service account recovery option to recover your
account. Metrolinx IT helpdesk will not be able to assist
you in logging in to your Microsoft account.

Method 3: Login through email-based
passcode

If your email address is neither a managed
Microsoft Entra tenant account nor a Microsoft
Account, you will be sent a passcode to your
email.

Important Note: If you have not received the email
passcode, please check the SPAM or Junk folders in your
mailbox before trying again.

1. Click “Send Code” button to receive an email
passcode.

2. Retrieve and enter the passcode from the
mailbox and click “Sign-in".

B2 Microsoft

Sign in

Email, phone, or Skype
one!
.

Note: For illustration purposes only. Your organization’s
login pages may look different with your organization
logo and branding.

& Microsoft
ext1001 tlook.com

Enter your password

=20 METROLINX

mxguesttest01@gmail.com
Sign in
We'll send a code to mxguesttest01 @gmail.com to
sign you in

11326491

=2 METROLINX
< muguesttestdi@gmail.com
Enter code

We just sent a code to mxguesttest01@gmail.com




Step 2: Registering for Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) is an authentication process that adds an extra layer of security when
accessing your applications or systems by prompting you for both your username/password and a second
factor (Microsoft Authenticator application or Phone number) to validate your identity.

The table below summarizes the second factor options you can use.

Details Recommended to...

2A ***Recommended option*** e Users who have a smart
mobile device
Microsoft later* e Users who want to enroll

e Requires a smart mobile device with i0OS 16.0 or

Authenticator e Requires downloading the Microsoft Authenticator app THIHES EEviEes
2B e Does not require a smart mobile device* (compatible
with older mobile devices) e Users who do not have a
Phone (SMS or e Requires connection to a mobile network (i.e., will smart mobile device*
Voice OTP) NOT work in Airplane Mode)

*A smart mobile device has internet access and can download applications.

We recommend registering both MFA options to prevent future login interruptions and minimize the need for helpdesk
assistance in cases where a specific MFA method is unavailable. For example, if you upgrade your mobile device and
lose access to the Microsoft Authenticator app, or if you change your phone number and can no longer receive SMS or
calls on your old number.



Step 2A: Registering with Authenticator App (Option A)

Step 2A.1: Accept permissions request

1. After having verified your identity, you may be asked to
accept the prompt for permissions requested by Metrolinx.

2 METROLINX
If you previously accepted the permissions request, then this step maguesitest01@gmailcom
would be sklpped Permissions requested by:

Metrolinx
o : ’
metrolinx.onmicresoft.com

By accepting, you allow this organization to:

This resource is not shared by Microsoft.

o]

2. Click "Next” to begin the registration process.
¢ METROLINX

mxguesttestd1@gmail.com

Note: the screenshot included in this step may vary depending on the
account domain you are using. The title may read "More information
required”. In both cases, click "Next”.

Let's keep your account secure

We'll help you set up another way ta verify it's you

Use a different account

3. Click "Next” to proceed downloading the Microsoft

Authenticator application on your mobile device. 2 METROLINX

mxguesttest01@gmail.com

If you want to enroll for Phone OTP as MFA method instead of
the Microsoft Authenticator app, click "Set up a different
way to sign in” and follow the instructions in Section 2B:
Registering with SMS or phone (Option B).

Install Microsoft Authenticator

p——

Install the app on your mobile device, then come
back here to continue.

aermon Souniosd on the
» Google Play ‘ App Store

Set up a different way to sign in




Step 2A.2: Download the Microsoft Authenticator app (if not already installed)

Note: If the Microsoft Authenticator application is already installed
on your mobile device, you can skip steps 1 and 2. However, please
make sure the application is updated to the latest version. =& METROLINX

mxguesttest01@gmail.com

1. Open your mobile device, access the application store and search
for the “Microsoft Authenticator” app OR scan se the QR code
provided on the right according to your mobile device type.

Install Microsoft Authenticator

2. Download the Microsoft Authenticator app.

Install the app on your mobile device, then come

Important: when you open the Microsoft Authenticator app, please accept bwfuzmme

and allow the Microsoft Authenticator app to send you notifications and B GoogePlay @ AppStore
access your camera (please note that it does not mean that the Microsoft Set up a different way to sign in
Authenticator app is accessing your photos). It is required to complete the [ hee |
enrollment process.

3. If the application does not have the required permission enabled, go to your mobile device phone
settings app, search for “Authenticator” and enable the following permissions:

*The steps below will vary across different mobile device models and versions.

a) Allow access to camera b) Enable Background App c) Allow notifications
Refresh
2:30 ol T @& 2:30 W -
< Aops - 2:30 W T < Apps Authenticator
on R P < Apps Authenticator O camers ()
D Camera LOW AUTHEN \ © sii
n sir D Camera U B search
:
g Search n Sil -
) sackground AppRefresh @)
Notifications g Search @ cetutarpata O
0 Notifications
0 Background App Refresh O
@ Cellular Data () 0 Background App Refresh
2:30 wll F .
@ Cellular Data O
< Authenticator Notifications

Allow Notifications
ALWAYS DELIVER IMMEDIATELY

Time Sensitive Notifications

Time Se

y and remain on the Le




4. Once you have the Microsoft Authenticator app downloaded with
the required permissions enabled, click "Next” to confirm you D= METROLINX
have enabled notifications from your mobile device. © maestEsIamacon

Set up your account in app

=2 METROLINX

5. A QR code screen will be displayed on your computer to add © miguesteso1@gmaicom
your account in the Authenticator application, proceed to the Scan the QR code
next section. Do not click "Next” as you will need to scan the
QR code with your mobile device.

Step 2A.3: Add your account in the Authenticator application

1. On your mobile device, open the Microsoft
Authenticator application. You may be presented
information explaining the app, select “Skip”.

Add account

2. Click "Add an account” (or click on the + in the
right-hand corner if it is not the first time that you WHAT KIND OF ACCOUNT ARE YOU ADDING?

add an account to Microsoft Authenticator app). | [———
. 'ersonal accoun
3. If a message about a backup is displayed*, select B
“Continue”. e

Other (Google, Facebook, etc.)

*When registering an Apple device, you may receive a
message asking if you would like to back-up your device to
the iCloud (Android users will not receive a prompt). This
would allow you to restore your MFA registration in the
event you lose your device without having to enroll a
subsequent time. Note that neither accepting nor declining
to back-up your device will impact your initial MFA
enrollment.

4. Select "Work or school account”

5. If you are using the app for the first time, you will
receive a prompt saying “Authenticator would like to
access the camera” (please note that it does not mean
that Authenticator is accessing your photos), click
\\okll.



6. Click "Scan QR Code” and scan the QR code
displayed on your computer screen using the mobile
device camera. This will add your Metrolinx account to
your Microsoft Authenticator application on your
mobile device.

7. On your computer screen, only after you have
scanned the QR code, click "Next” and wait until the
system has finished checking the activation status.

Add work or school account

Sign in

Scan QR code

Cancel

Scan the QR code

Usa the Microsoft Authenticalor app 1o scan the QR
code. This connects the app 1o your accourl

biack and select Nest

Step 2A.4: Complete the Authenticator app enrollment process

Once your account is set up on your mobile device, you
will see a number displayed on your computer screen.

1. Enter the number displayed on your computer screen
in your mobile device and click “Yes"”.

Let's try it out X
Are you trying to signin?

Metrolinx
Mxguesttest01 @gmail.com

Enter the number shown to sign in.

Enter the nummher shormn In the R 35 Appo: the

No, it's not me Yes
BB T
2. Once completed, a confirmation message will be
displayed on your computer screen to confirm that
¢ METROLINX

Microsoft Authenticator application has been added to
your account.

3. Click “Done”.

mxguesttest01@gmail.com

@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method




4. Accept the Terms of Use and Privacy Policy by
clicking the document box to read and “Accept”.

After successfully registering, you will be granted access
to your application. For a screenshot of what a successful

login to each application looks like, refer to the Successful

Login Section.

For any issues authenticating into your application via
Entra ID, refer to the FAQ section.

&METROLINX

mxguesttestol@gmail.com

Metrolinx terms of use

In order to access Metrolinx-GetOnGo resource(s), you must read the terms of use.

[ Metrolinx Terms of Use and Privacy Policy

Please click Ac

Decline

pt to confirm that you have read and understood the terms of use.

v/

Successful MFA Login




Step 2B: Registering with SMS or phone (Option B)

Step 2B.1: Provide your phone number

1. Click “Phone” as your MFA method you would like to

add =& METROLINX
€ mxguesttest01@gmail.com

Add a sign-in method

B\ Nicosot Authenticatr

2. Enter your phone number country code and phone
number to be used as MFA method

=& METROLINX

Add your phone number

3. Select verification method: SMS or Phone call. (X

4. Click “"Next".

The phone number entered should be a number you have
access to and can use to authenticate yourself with.

Step 2B.2: Complete the phone enrollment process

5. You will receive a verification code by SMS or by

69525 now
phone call (according to the method selected in the /. Use verification code 718603 for
previous step) on your mobile device. R s ricarion.

It is important to not hide alerts of or block the
sender of this verification code in the future as it will be
used to received future verification codes as MFA method. 0= METROLINX
e Ifyou have accidentally hidden alerts, unhide
alerts in the contact page of this contact. € mxguesttest01@gmail.com

e If you have accidentally blocked the sender,
remove the sender from your blocked contacts in
. Enter the code we sent to +1 2636887306
your phone settings.

Verify your phone number

6. Your computer screen will update asking you to input
the verification code received. Enter the verification
code received and click "Next”.

Note: If you did not receive the code, please try again

using the option "Didn’t receive the code?”.

10



The screen shown on the right will be displayed,
indicating that the verification was successful.

7. Click “Done”.

8. Accept the Terms of Use and Privacy Policy by
clicking the document box to read and “Accept”.

After successfully registering, you will be granted access
to your application. For a screenshot of what a successful
login to each application looks like, refer to the
Successful Login Section.

For any issues authenticating into your application via
Entra ID, refer to the FAQ section.

11

=& METROLINX

@ Phone number added

¢

2&METROLINX

mxguesttestol@gmail.com

Metrolinx-GetOnGo terms of use

In order to access Metrolinx-GetOnGo resource(s), you must read the terms of use.

@  Metrolinx Terms of Use and Privacy Policy

Please click Accept to confirm that you have read and the terms of use.

v

Successful MFA Login




Step 3: Logging in with Multi-Factor Authentication (MFA)

Multi-Factor Authentication (MFA) is an authentication process that adds an extra layer of security when
accessing your applications or systems. After entering your username and password, you will be prompted
to verify your identity using a second factor already registered to your account, such as the Microsoft
Authenticator app or a code sent to your mobile device via phone call/SMS.

Instead of relying solely on your password, MFA helps protect your account by requiring this additional
verification step each time you log in.

1. After verifying your identity, complete the multi-factor authentication using one of the second
factors you would have already registered to your account:

» To use the Authenticator application, refer to method 1.

» To use the verification code by phone call, refer to method 2.
» To use the verification code by SMS, refer to method 3.

*The steps outlined in each method will vary across different mobile device models and versions.

For method 1, using the Microsoft Authenticator
application: 26 METROLINX

mxguesttest01@gmail.com

Make sure your mobile device is connected to the

. Verify your identity
internet. =

Approve a request on my Microsoft
Authenticator app

Click on the Authenticator app option to verify your

|dent|ty D Text +X XOO00XXXX17
. . . 4

To approve your sign-in request, a number will be QY cal +x0000000017

displayed on your screen, which you must enter in your s

authenticator app (a notification may be triggered on rsate vt e

your phone for ease of use). bepsi/akama/mfasetup

Cancel

Metrolinx

Mxguesttest01@gmail.com
WAYS Are you trying to sign in? mxguesttestd1@gmail.com

Metrolinx . .
% 4 Mxguesttest0@metrolinx.co APPI'OVE sign in request
Enter the number shown to sign in. @ Open your Authenticator app and approve the
G request. Enter the number if prompted.
o o
No, it's not me Yes
OTHER vy s
Create a passl— Didn’t receive a sign-in request? Swipe down to
refresh the content in your app.

| can't use my Microsoft Authenticator app right now

More information

Once completed, your sign-in request will be approved,
and you have completed your authentication.

12



For method 2, using verification code via phone call:

Click on the option to “Call +X XXXXXXXX17" your phone
number registered to the account you are using to login.

Answer the phone call and follow its instructions to
approve your sign-in request.

Once completed, your sign-in request will be approved,
and you have completed your authentication.

=& METROLINX

mxguesttest01@gmail.com

Verify your identity
Approve a request on my Microsoft
Authenticator app

D Text +X XOOXXXXXT7

% Call X 0000001 T

More information

Are your verification methods current? Check at

https://aka.ms/mfasetup

Cancel

=& METROLINX

mxguesttest01@gmail.com

Approve sign in request

We're calling your phone. Please answer it to
continue.

Having trouble? Sign in another way

More information

13




For method 3, using verification code via SMS:

Click on the option to “Text +X XXXXXXXX17"” your D& METROLINX
phone number registered to the account you are using to xguestiest0@gmailcom
login. Verify your identity
You will receive a verification code on your mobile @ Approve a request on my Microsoft
Authenticator app
phone.
D Text +X XXXXXXXX17
69525
./ Use verification code 695762 for
\« Microsoft authentication. %" Call +X JOOXXXXX17

More information

Enter the verification code sent to your mobile device on preyoum el et bk
the Entra ID login page and click “Verify” to hitps://akams/mfasetup
authentication yourself.

Cancel

2 METROLINX

mxguesttest01@gmail.com

Enter code

[ We texted your phone +X X0O0000((X97. Please
enter the code to signin.

Code

More information

After successfully authenticating, you will be granted
access to your application. For a screenshot of what a \/
successful login to each application looks like, refer to
the Successful Login Section.

Successful MFA Login
For any issues, refer to the FAQ section.

If you are unable to complete one of the many verification methods you are being asked to complete,
you can manage your registered MFA methods from the Security Info page in your Entra ID profile.

If you are unable to complete any of the verification methods required, contact the Metrolinx Help Desk
for assistance by phone at: 416-202-5000 (directory option #3).

14



https://mysignins.microsoft.com/security-info?tenant=191b00ea-edcc-406c-8456-dc29abc0f10f

Successful Login

This section displays the completion of a successful SSO or MFA login of the Microsoft Entra ID
protected applications. Although the login process has changed, the applications have not.

Microsoft Office 365
applications

(Teams, Word, Excel,
PowerPoint, Outlook,
Power BI, etc.)

EdEaS
SaRe

Oracle iSupplier

= ORACLE isupplier Portal

Supplier Home | Orders  Shipments  Finance

Search PO Number v

Notifications

Subject
Metroinx Suppiier Cotaboration Network: Conf

Table Diagnostics

1" orders ata Glance

Y hitps://isupplier-sit71.metrolinysit com:4443/0A

HTML/OAjsp

Go

Full List
Date

07-Nov-2025 15:26:01

Shipments
. Delivery Schedules
Recaipts

- Receipts

Full List

Oracle Aconex

*For signing in, you will need to
first provide your login name or
work email on the Oracle
Aconex login page before
authenticating with Microsoft
Entra ID.

~ | O Construction and Engineering Lot X =

- o X

d. A @ - By

< C e ecls

Projects
Q  search

Status Active 92 Status Archive 103

= Construction and Engineering Lobby

@ m

Last updated on Fii, Jan 30,08:53

-—— A o R e e

195items | Retresh |

Name < Status ¢

‘cam List \M m

Controlling Organization < Application & Region & Username < Linked Projects  Last Accessed & Actions

Oracle Primavera P6

ORACLE Primavera P6 EPPM

[EELIET R Portfolios = Projects =
Personal Workspace

Personal Workspace

Customize

Resources Approvals Administration

There s no filter selected for this dashboard.

15




Oracle Primavera Unifier e T

~ Workflow Business Processes

0 Business Process - Lot NotStart @ InProg ress

nnnnnnnnn

You go ot curently have sry sz > Non - Workflow Business Processes

Register additional MFA methods (Optional)

You can register multiple MFA methods. This section outlines the process to register additional
MFA methods you can use, after having already successfully registered at least one method.

1. On a computer, open go to the Security Info page

of your Metrolinx Microsoft Entra ID profile. 2 METROLINX

Pick an account

2. Login with the email address you use to access

MetrO'InX reSOU rceS. Izl mxguesttest01@gmail.com
3. Once authenticated, you will land on the Security 4 Use another account
info page.

4. Click “Add Sign-in Method” to add a new MFA —
method. BT
Default sign-in method: Phone - text +1 4378813861 Change
5. Select your preferred additional method and
complete its registration, refer to steps above Il
according to the MFA method (option A or B) you Lo

would like to register for your account.

» If you previously enrolled for Phone (option B) Add a sign-in method
as MFA method, you can add an additional
phone number using “Add Alternate Phone” ) Microwoft Authenticator
option.

Alternate phone

> If you have previously enrolled for the & ala i s o
Authenticator application (option A), you can
register a second mobile device.

Learn more about each method to help you choose.

Once you have added your additional MFA method,
close the browser window.

16


https://mysignins.microsoft.com/security-info?tenant=191b00ea-edcc-406c-8456-dc29abc0f10f

17



FAQ: Frequently Asked Questions

GENERAL QUESTIONS

1.

What is Microsoft Entra ID?

Microsoft Entra ID is Metrolinx’s latest cloud-based identity and access management service. It is
designed to help Metrolinx securely manage and control access to our resources and company
applications using Single Sign-On and Multi-Factor Authentication.

. What is Multi-Factor Authentication?

Multifactor Authentication (MFA) is a security feature that helps protect online accounts by requiring
more than one form of verification before granting access. Traditionally, you only needed a
password to sign in, but passwords can be stolen or guessed. MFA adds extra layers of protection,
such as a code sent to your phone, code generated from an authentication app, or a prompt in an
authentication app. By using MFA, your accounts are much less likely to be compromised.

. Why do I need Multi-Factor Authentication?

In alignment with our ongoing commitment to cybersecurity and public trust, Metrolinx is migrating
its applications and resources to Microsoft Entra ID as its primary identity provider. As a result,
Microsoft Office 365 applications (Teams, Outlook, Word, and others) and select Oracle applications
will switch to using Microsoft Entra ID. However, access to all other applications not listed in this
document will continue using the same authentication method as they currently do until informed
otherwise.

. Will I have to continue using Okta?

Yes, you will continue using Okta for access to all other applications that have not yet migrated to
Entra ID. All applications not listed in this document will continue using the same authentication
method as they currently do until informed otherwise.

. What if I did not register my account for MFA?

If you have not registered your account for MFA, you will be forced to register your account when
attempting to access any of the Microsoft Entra ID protected applications once they have been
migrated to Entra ID.

18



MFA REGISTRATION QUESTIONS

1.

By enrolling in MFA, will Metrolinx be able to track my device or see my activity?

MFA does not allow Metrolinx to see anything on your mobile device, track your whereabouts or
your device activity. Your own privacy is protected.

. Can I use other, non-Microsoft authenticator mobile applications such as Google

Authenticator?

No, only the Microsoft authenticator app is supported.

. Can Microsoft Authenticator be installed on a computer?

No, it cannot be installed on a computer. The app must be installed on an iPhone or an Android
device.

. Can I use a phone number instead of using the Microsoft Authenticator app on the

mobile device?

You can use a phone number instead of the Microsoft Authenticator app. However, using the
Microsoft Authenticator app is the easy, more secure, and recommended method to enroll for MFA.

Do I need to have a mobile device to install the Microsoft Authenticator app?

Yes, you will need a mobile device (i.e., iPhone or Android) to install Microsoft Authenticator.

Can I have multiple devices with Microsoft Authenticator installed?

Yes, you can install Microsoft Authenticator on multiple devices (e.g., a company or a personal
mobile device).

Do I need to be connected to internet for using Microsoft Authenticator?

Yes, to receive sign-in push notifications and to send your response, your device needs to be
connected to the internet.

19



MFA LOGIN QUESTIONS

1.

In which situations am I required to authenticate through MFA?

MFA will be required each day you access a Microsoft Entra ID protected application.

. Why am I being asked to register an MFA method when logging into an application?

In alignment with our ongoing commitment to cybersecurity and public trust, Metrolinx is migrating
its applications and resources to Microsoft Entra ID as its primary identity provider. As a result,
Microsoft Office 365 applications (Teams, Outlook, Word, and others) and select Oracle applications
will switch to using Microsoft Entra ID. However, access to all other applications not listed in this
document will continue using the same authentication method as they currently do until informed
otherwise. For instructions on completing your MFA registration, refer to the MFA Registration
section of this document.

. Why am I having trouble accessing my application(s)?

There are multiple reasons. If you are being asked to “Keep your account secure” by registering for
MFA, then please complete the registration process outlined in the MFA Registration section of this
document.

For any other issues after completing the registration, contact the Help Desk for support by phone
at 416-202-5000 (directory option #3)

. Can I change the second verification factor (Phone/Authenticator app) I am being

asked to complete when logging into an application?

Yes, you can change the default second factor method in the Microsoft Entra ID Portal from Security
Info page. However, you can only choose from the methods already registered to your account. For
instructions, refer to the Changing MFA Settings Guide.

To register additional authentication methods to your account, you can also use the Security Info
page and the refer to the Register additional MFA methods section of this document.

. What if I no longer have access to my second factor (Phone/Authenticator app)?

If you have multiple factors, such as a Phone or Authenticator app, registered to your account of
which you can still use, then you can modify your methods in the Microsoft Entra ID Portal from
Security Info page. For instructions, refer to the Changing MFA Settings Guide.
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